Botball 2023

Learning to be an Ethical Hacker



Data Centers & Servers



Data centers store, process, & send data

They host Internet-connected -
services that users interact with -

Email servers

Streaming services - \
N

Websites g —7
File storage
\ .




Real Facts:

The International Data Corporation (IDC) predicted that by 2025,
the amount of data created, captured, or replicated will

grow to 175 zettabytes!

To put that in perspective, that's ~175 times the number of
stars in the observable universe!




Servers have special requirements

Must handle heavy load & many
users: powerful hardware

Must always be available:
backups are essential

e Hardware failure
e Dataloss
e C(Cyber attacks




Think About It;

Why may an attacker target a data center?

Steal user

Mone ) )
y information

Take down a

Fun i
business




The Game: Data Center & Servers

Botgal wants to start out her day in
the server room.

Get Botgal over to your team'’s N -
Data Center!

MH;F




The Game: Hard Drives

Botgal discovers some of the server

drives have gotten corrupted
e Thankfully, Botgal regularly backs
up her servers' drives

You team can help Botgal by
taking out the corrupted red
hard drives and replacing them
with the green backup drives




Server Logs



Server logs store information about server usage

This may include:

Who connected to the server
What a user did on the server
What files were accessed
What software was installed
When actions occurred
Software-specific information




Server logs paint a picture of anomalies

Keep a snapshot of "normal operations"

Compare with current logs to see if anything appears abnormal



Think About It;

Why may Botgal want to monitor the server logs?

Figure out when Find
something broke attackers

Troubleshoot
errors




The Game: Server Logs

Each of the servers keeps a server
log

e Botgal regularly checks them for
anomalous activity

Your team will need to take the
logs to the Analysis Lab




Network Connections



Network connections are made up of packets

Think of packets like mail

e Inside: Item being sent
e Outside: Extra information
Sender name & address
Receiver name & address ecelver
How to handle it
How it should be routed
e Multiple layers

Sender




Real Facts:

Computer worms are viruses that replicate themselves, typically
over a network.

One of the oldest worms, the Morris worm, was created by a
Cornell student to highlight security issues in network-adjacent

software.

A bug was left in the worm that unintentionally let it spread
rapidly, infecting and reinfecting computers, slowing them
down, and making them unusable.




Networks are an attacker's way into a system

Software connected to a network provides an attack surface for
attackers to get into the system

e Misconfigurations
e Exploits
e Stolen credentials



Think About It:

What are some network-connected technologies that attackers
may target?

Browsers Routers

Servers Video
games




The Game: Network Connections E.t. 1 ;_g]ﬂ}

The external network connection
has incoming packets

e Some may be normal, some may ol
be malicious —

|

o |
)
o
}

Your team will need to analyze
the packets




Wireshark



Wireshark is used to collect & analyze network traffic

A powerful tool used by cybersecurity engineers

e Analyze overall traffic and individual packets
e Analyze each layer of packets and protocols
e Analyze bytes in packets
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Abnormal traffic can highlight issues

Constant traffic monitoring can allow issues to be addressed
immediately!

e Misbehaving software & hardware
e Attackers attempting to get on a system
e Malware already on a system



Think About It;

What types of odd network behavior may you look for?

Traffic at
odd hours

Too much traffic

Uncommon
types of traffic




The Game: Wireshark

Botgal needs to analyze any
packets that seem out of the
ordinary

Your team will need to

1. Move the tool to the Analysis Lab
2. Place the malicious packet inside




DDoS Attacks



DDoS (Distributed Denial of Service) Attacks

An attack where a server is
overwhelmed by the number of
requests it receives.

Attackers use botnets to perform
DDoS attacks

e A group of Internet-connected
devices under an attacker's control




Real Facts:

In 2016, 3 college students created the Mirai malware, which
would scan for 10T (Internet of Things) devices and take control of
any with a default password, forming the Mirai botnet.

They used this to launch DDoS attacks on other Minecraft
servers to lure people to pay to use theirs.

On October 21, 2016, the Mirai botnet was used by cyber
threat attackers to DDoS Internet infrastructure, making
many high-profile websites - Github, Twitter, Reddit, Netflix,
Paypal, Amazon, Spotify, & more - inaccessible for a few hours.




Firewalls control incoming & outgoing connections

Can allow or disallow connections

e By port
e By application
e By user




Think About It;

Why may Botgal want to set up a firewall?

Incoming Traffic Outgoing Traffic
Block unauthorized Prevent malware
access from spreading
Protect against Segment off the

DDoS attacks network




The Game: Firewalls

Botgal can use the firewall to
prevent any more incoming
external connection

Your team will have to block off
the external connections with
the firewall




Malware & Ransomware



Malware is malicious software

The goals can vary:

e Damage machines
Steal user data
Money
Fun
"Street creds"

Command and Control (C&C) can be used to control many compromised
devices at once




Ransomware: Your data is the hostage

It has become a common type of
malware where attackers encrypt your
data and will only decrypt it for
money.

Hospitals are sadly a common target for
ransomware attackers.




Real Facts:

In May 2021, Colonial Pipeline, providing ~45% of the East Coast's
fuel was hit by a ransomware attack from Russia-linked
cybercriminals.

Between equipment disruptions and mass panic buying, gas
prices skyrocketed and in many areas, was completely sold out.




Research helps prevent & mitigate ransomware

Security researchers can analyze ransomware and identify

e Detection methods to thwart future attacks
e How to recover decryption keys for current attacks



Think About It;

What could you do to deal with ransomware attacks?

Make frequent Install antivirus
backups of files software




The Game: Files & Encryption

It seems like Strange Software was
ransomware!

e Some of the files are corrupted

e The corrupted files are likely
encrypted

e Encryption keys will be needed to
recover the files

Your team will have to sort
through for the corrupted files &
get the encryption keys to recover
them.

| ===




Vulnerabilities



Vulnerabilities give attackers leverage

Vulnerabilities are security bugs that can be leveraged by an attacker to
gain access or privileges they normally wouldn't have access to

e Connectinto a system
e Read/write/execute files

Exploits can use one or more vulnerabilities to accomplish an attacker's goal




Real Facts:

Since 2021, dozens of security vulnerabilities have been reported
in Microsoft Exchange. Patches for these vulnerabilities have
rolled out slowly, and server administrators have
additionally been slow on applying them.

Attackers have taken advantage of this to hack these email
servers, even using the exploits in their ransomware as an
entry point into the system.




Patches update software to fix bugs

Some may fix security vulnerabilities

N-days are vulnerabilities that have been
seen before and have hopefully been
patched

0-days are vulnerabilities that have never
been seen before



Think About It;

What are 0-days particularly dangerous?

0-days have never been seen before.
That means there is no patch!

If an attacker uses a 0-day, there is nothing
stopping them...
...until a patched is created!




Think About It:
Why may N-days still be dangerous?

Just because a vulnerabilities is known doesn't
mean a patch has been created or applied.

Developers must identify the bugs & create patches.
Security engineers must apply the patches.




The Game: Patches

The developers released urgent
security patches

You'll need to deploy the patches
to prevent the server from
getting re-exploited!




Reverse Engineering



Reversing malware can give information about it

e Static Analysis involves analysis without running an executable
e Dynamic Analysis involves analysis while running an executable




Real Facts:

In 2017, the WannaCry ransomware used a Windows vulnerability
to spread amongst hundreds of thousand of computers.

A security researcher, MalwareTech, reverse engineered the
malware and noted an odd-looking domain:
iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com.

He bought the domain to see how the malware would interact
with it, and soon realized the malware stopped spreading. He
had stumbled into the malware kill switch - the existence of

the domain!




Reverse engineering malware for defense

1. Understand how the malware works
2. Note properties specific to the malware
3. Look for those properties in the future to alert on

This is how antivirus software detects viruses!



Think About It;

What about the malware could we use to detect it in the future?

Network

: Files created
connections

Text in the Name of
malware process




The Game: Reverse Engineering E.t. 0 im

Your team can assist with the
reverse engineering

Use the reverse engineering tool
to examine the malware




S0 you wanna learn hacking?



Wait what... | thought hackers were the bad guys?

Nope! Just like anything - there's a good and bad side to everything.

It depends how you use your knowledge! Be an ethical hacker!



Think About It:

What are some ways you could use your security knowledge for
good?

Find vulnerabilities Respond to
& report them cyber attacks
Reverse engineer Design secure

malware computer systems




How do | learn more?

A lot of these details were abstracted or simplified to make them easier to
understand!

If you want to learn more, there's plenty of security resources online.
CTFs

e picoCTF
e pwn.college

YouTube
e LiveOverflow: General Security Education



https://picoctf.com/
https://pwn.college/
https://www.youtube.com/watch?v=lKzsNp4AveY&list=PLhixgUqwRTjz6VwU3uDK_Pk6F5Tl0KuoC

